
Polypyus
The Firmware Historian

Jan Friebertshäuser, Florian Kosterhon, Jiska Classen, Matthias Hollick
Secure Mobile Networking Lab - SEEMOO

Technische Universität Darmstadt, Germany 



2

Motivation
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InternalBlue Bluetooth Experimentation Framework

● Monitoring and modification of management traffic.
● Firmware manipulation during runtime.
● Additional projects for firmware diffing, patching in C, emulation, etc.
● … and it runs on many devices!

https://github.com/seemoo-lab/internalblue

Android 6–11
Samsung Galaxy S series +
   Google Nexus series

iOS 12–14
iPhone 6–11 (12)

Linux (BlueZ)
Eval kits + Raspberry Pis

macOS High Sierra–Big Sur
MacBooks + iMacs

ACM WiSec ’19
ACM MobiSys ’19
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Leaked Symbols

● Cypress WICED Studio 6.2–6.4 accidentally included function and global variable 
names for a few development kits.

● One of these chips is also contained in the MacBook Pro 2016.
● Found this after manually reverse-engineering the Google Nexus 5 firmware for a 

couple of months… 

REcon ’19
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Reverse Engineering without Symbols

get_ptr_to_connection_struct()

eventually_send_lmp_buffer()

vendor_specific_hci_wtf()
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Reverse Engineering with Symbols

blueRF_Rd(addr)

bthci_cmd_vs_HandleSuper_Duper_Peek_Poke()

DHM_LMPTx(conn, buff)

LM_LmpInfoTableBPCS

diag_logLcpPkt()

lm_handleEvents()

main()

thread_Create(ptr, name, prio, 
func, 0, 0, stack_size)
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When comparing symbol names between evaluation kit firmwares,
many of them are common and should be found using binary differs.

Binary Diffing?
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Problem Analysis



9

Tried various binary differs, very poor results :(

● Disassemblers miss function starts (and ends).
● Binary differs only diff parts that were identified as code/function.
● Binary differs cannot utilize statistics like call graphs with missing functions.

… so I found myself hand-picking significant byte sequences
to search for relevant functions in other firmware versions.

                mm_freeACLBuffer
0x17b4c: 00 28        cmp  r0, #0
0x17b4e: 02 d0        beq  locret_17b56
0x17b50: 08 38        subs r0, #8
0x17b52: f2 f7 43 b8  b.w  mem_Release
                    locret_17b56
0x17b56: 70 47        bx   lr

                loc_d0dc:
0x0d0dc: 00 28        cmp  r0, #0
0x0d0de: 02 d0        beq  locret_d0e6
0x0d0e0: 08 38        subs r0, #8
0x0d0e2: f4 f7 f7 bf  b.w  mem_Release
                    locret_d0e6
0x0d0e6: 70 47        bx   lr



10See https://arxiv.org/abs/2007.14266, 42nd IEEE Symposium on Security and Privacy 2021

Come on, function identification has been solved years ago!!!

https://arxiv.org/abs/2007.14266
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Binary Diffing vs. Disassembler Performance
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Polypyus
Raw Binary Diffing
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Polypyus Bindiffer

Very fast binary differ that learns 
from a history of binaries and 
applies them to other binaries 
within seconds.
● Learn history from previously 

reverse-engineered firmware or 
leaked symbols.

● Works on raw binary format.
Standalone!
No IDA/… required.

Firmware with 
Symbols

Firmware w/o 
Symbols

https://github.com/seemoo-lab/polypyus 

                mm_freeACLBuffer
0x17b4c: 00 28        cmp  r0, #0
0x17b4e: 02 d0        beq  locret_17b56
0x17b50: 08 38        subs r0, #8
0x17b52: f2 f7 43 b8  b.w  mem_Release
                    locret_17b56
0x17b56: 70 47        bx   lr

                mm_freeACLBuffer
0x0d0dc: 00 28        cmp  r0, #0
0x0d0de: 02 d0        beq  locret_d0e6
0x0d0e0: 08 38        subs r0, #8
0x0d0e2: f4 f7 f7 bf  b.w  mem_Release
                    locret_d0e6
0x0d0e6: 70 47        bx   lr

Binary Matchers

https://github.com/seemoo-lab/polypyus
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Demo Video
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Function Similarity Matcher Cost Function

● Similar functions are used to create a matcher.
● A matcher should have a minimum length.

return 1; is a valid function but … 
● A matcher needs wildcard bytes.

Branches, references, …
● Prevent long sequences of wildcard bytes within a matcher!
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Function Identification

● Optional feature: learn common function prologues.
First 8 bytes of a function, typically the same push, mov, …  instructions etc.

● Apply similar function prologues to identify functions.
● Indirectly improves diffing results by third-party binary differs.

                sub_18CC4
0x18cc4: 2d e9 f0 41  push {r4-r8,lr}
0x18cca: 04 46        mov r4, r0

… 

                sub_18D8C
0x18d8c: 2d e9 f0 41  push {r4-r8,lr}
0x18d90: 04 46        mov r4, r0

… 

                sub_1CF7E
0x1cf7e: 70 b5        push {r4-r6,lr}
0x1cf80: 04 46        mov r4, r0

… 

                sub_1CDC0
0x1cdc0: 70 b5        push {r4-r6,lr}
0x1cdc2: 04 46        mov r4, r0

… 

                sub_2F8B0
0x2f8b0: 70 b5        push {r4-r6,lr}
0x2f8b2: 05 46        mov r5, r0

… 

                sub_2615C
0x2615c: 70 b5        push {r4-r6,lr}
0x2615e: 05 46        mov r5, r0

… 
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Polypyus Result Quality

● Very high function correctness :)
● 8 byte function prologues work okayish.
● All on a raw binary without disassembler.
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Performs well within the same architecture :)
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PDOM
~/Documents/WICED-Studio-6.2$ find . -iname *pdom
./.metadata/.plugins/org.eclipse.cdt.core/20719-B1_Bluetooth.1496794091727.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20729-B0_ZigBee.1472077731428.pdom
./.metadata/.plugins/org.eclipse.cdt.core/BCM20706-A2.1462220119850.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20739-B1_Bluetooth_ZigBee.1496794165427.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20719-B0_Bluetooth.1498694110221.pdom
./.metadata/.plugins/org.eclipse.cdt.core/43012-C0_Bluetooth.1502317446335.pdom
./.metadata/.plugins/org.eclipse.cdt.core/43xxx_Wi-Fi.1472674019671.pdom
./.metadata/.plugins/org.eclipse.cdt.core/BCM20735-B0.1462220135459.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20721-B1_Bluetooth.1522425295912.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20706-A2_Bluetooth.1472077679756.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20729-B1_ZigBee.1498694475383.pdom
./.metadata/.plugins/org.eclipse.cdt.core/BCM20739-B0.1462220149391.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20719-B0_Bluetooth.1472077700287.pdom
./.metadata/.plugins/org.eclipse.cdt.core/43xxx_WiFi.1472663273205.pdom
./.metadata/.plugins/org.eclipse.cdt.core/BCM20719-B0.1470329520648.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20735-B1_Bluetooth.1522425326768.pdom
./.metadata/.plugins/org.eclipse.cdt.core/43xxx_Wi-Fi.1496793890291.pdom
./.metadata/.plugins/org.eclipse.cdt.core/BCM20729-B0.1471993583020.pdom
./.metadata/.plugins/org.eclipse.cdt.core/20735-B0_Bluetooth.1472077718968.pdom
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What is PDOM?

● PDOM: Persistent Document Object Model
● Special format generated by the Eclipse compiler, e.g. to speed up search for 

function name completion etc.
● Can have different verbosity levels of cached information.

… whatever, Cypress forgot to delete them from their SDK 🎉
Even more Eclipse projects than chips officially supported by WICED Studio!
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fw1.db

Utilizing PDOM in Reverse

firmware1.pdom

PDOM Export

fw2.db
firmware2.pdom

fw3.db
firmware3.pdom

IDA Pro

Search 
signatures

Export function names

PDOM Import

firmware1.csv

Search 
signatures firmware2.csv

Search 
signatures firmware3.csv

Merge
  results

results.csv



PDOMNode
short factory_ID
short node_typ
ptr   parent

PDOMNamedNode
ptr name

PDOMBinding
ptr first_decl
ptr first_def
ptr first_ref
ptr local_to_file
ptr first_extref

PDOMCPPFunction
int       num_params
ptr       first_param
type      function_type
int       signature_hash
ptr       exception_spec
short     annotation
short     required_arg_count
execution function_body
type      declared_type

Offset Value Bytes

0 factory_ID 00 01

2 node_typ 01 07

4 parent 00 11 9D 98

8 name 00 1F 49 6B

12 first_decl 00 1F 49 7E

...

32 num_params 00 00 00 02

36 first_param 00 1F 49 79

...

64 declared_type 00 00 00 00 00 00

Basic PDOM Structure
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0xFA4B12 PDOMCPPFunction

name: 0xFA4B5A first_param: 0xFA4BCA function_type: 0xFA4B8A

0xFA4B5A StringRecord

btsnd_hcic_ble_remove_from_white_list

0xFA4BCA PDOMCPPParameter

name: 0xFA4BE2 next_param: 0xFA4BA2

0xFA4BA2 PDOMCPPParameter

name: 0xFA4BBA next_param: 0x0

0xFA4BE2 StringRecord

addr_type

0xFA4BBA StringRecord

bda

...

Following the PDOM Type Information (1)

Function name:   btsnd_hcic_ble_remove_from_white_list
Parameter 1:     addr_type
Parameter 2:     bda



0xFA4B8A FunctionType record

argCount: 02 return type: 0xEEB1F2 parameter types[2]: {0xC6B372; * (0xC6B372)}

0xEEB1F2 PDOMCPPTypedef

name: 0xEEB21A type: 0xC6B422

0xEEB21A StringRecord

BOOL32

0xC6B422 PDOMCPPTypedef

name: 0xC6B44A type: unsigned int

0xC6B372 PDOMCPPTypedef

name: 0xC6B39A type: unsigned char

Reconstructed function signature:
BOOL32 btsnd_hcic_ble_remove_from_white_list(UNIT8 addr_type, UINT8* bda)

0xC6B44A StringRecord

UINT32

0xC6B39A StringRecord

UINT8

Following the PDOM Type Information (2)...

Return value:  Typedef {Typedef unsigned int UINT32} BOOL32
Parameter 1:  Typedef unsigned char UINT8
Parameter 2:  *UINT8



BOOLEAN BTM_BleUpdateAdvFilterPolicy(BTM_BLE_AFP adv_policy)
BOOLEAN BTM_BleUpdateAdvFilterPolicy(UNKNOWN adv_policy)

Reference PDOM: BOOL32  BTM_BleUpdateAdvFilterPolicy(UNKNOWN adv_policy)

BOOL32  BTM BleUpdateAdvFilterPolicy(BTM_BLE_AFP adv_policy)

Priority Input BCM20735-B1 BCM20719-B1 BCM20706-A2

1
2
3
4
5

One signature
Signature in reference database
Most parameters
Most matches in PDOM
Random

2888
858
65

743
40

4320
829
83

1035
97

1816
369
39

587
22

Total 4594 6364 2833

Apply more precise information 
to reference PDOM

Combining Multiple PDOMs
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Successful Function Signature Imports
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int __fastcall gatt_update_app_use_link_flag(int a1, int a2, int a3, int a4){

  int result; // r0

  result = gatt_update_app_hold_link_status(a1);

  if ( a4 )  {

if ( a2 ){

  result = *(unsigned __int16 *)(a2 + 28);

  if ( result == 4 ){

    result = BTM_GetHCIConnHandle();

    if ( result != 0xFFFF ){

      if ( a3 || (result = gatt_num_apps_hold_link(a2)) == 0 )

        result = GATT_SetIdleTimeout(a2 + 13);

    }

  }

}

  }

 return result;
}

void __cdecl gatt_update_app_use_link_flag(tGATT_IF gatt_if, tGATT_TCB *p_tcb, BOOL32 is_add, BOOL32 check_acl_link){
  gatt_update_app_hold_link_status(gatt_if);
  if ( check_acl_link

&& p_tcb
&& *(_WORD *)((char *)&p_tcb[5].__vtbl + 3) == 4
&& BTM_GetHCIConnHandle() != 0xFFFF
&& (is_add || !gatt_num_apps_hold_link(p_tcb)) )

  {
GATT_SetIdleTimeout((char *)&p_tcb[2].__vtbl + 3);

  }
}

B
ef

or
e

A
ft

er
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Demo Video??
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Q&A

      Twitter: @naehrdine, @seemoolab

      jiska@bluetooth.lol

      https://github.com/seemoo-lab/polypyus
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Full Workflow

IDA Pro + Polypyus
● Start recursive analysis at reset vector.
● Import Polypyus results including 

prologues.
● Perform linear sweep.

IDA Pro without Polypyus
● Perform linear sweep.

Polypyus even helps identifying functions 
that IDA Pro’s linear sweep cannot identify.


